F::RTINET

High Performance Network Security

FortiOS™ Handbook - FortiGate Connector for Cisco

ACI

Version 1.0.32




FORTINET DOCUMENT LIBRARY
http://docs.fortinet.com

FORTINET VIDEO GUIDE
http://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT

https://support.fortinet.com

http://cookbook.fortinet.com/how-to-work-with-fortinet-support/
FORTIGATE COOKBOOK
http://cookbook.fortinet.com

FORTINET TRAINING SERVICES
http://www.fortinet.com/training
FORTIGUARD CENTER
http://www.fortiguard.com

END USER LICENSE AGREEMENT
http://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK

Email: techdocs@fortinet.com

F:=RTINET

Thursday, October 15, 2015
FortiConnector for Cisco ACI - Administration Guide

01-540-293514-20150929


http://docs.fortinet.com/
http://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
http://cookbook.fortinet.com/how-to-work-with-fortinet-support/
http://cookbook.fortinet.com/
http://www.fortinet.com/training/
http://www.fortiguard.com/
http://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdocs@fortinet.com

TABLE OF CONTENTS

Change Lo, ... 5
OV IV W, L 6
LN S NG, . 6
Terms and CONCEPLS. . ... o e 7
FortiGate VD OMS. . . 7
FortiOS REST Ul AP . 7
North/South and East/West Traffic. ... ... ... . 7
Features .. .. . . 8
SUPPOrted FeatUres. . . 8
Unsupported Features. ..l 8
Planned for future releases. .. ... ..l 9
Supported Fortinet Products. ... ... .. 10
MOA IS, . 10
Firmware VersiONS. .l 10
PrereqUISIteS. ... . L 11
CISC0 SO, -l 11
FortiGate Side. ...l 11
Physical Firewall .. L 11

VM It eWall .l 11
Components of the Device Package. ....... ... 13
Device model or specification. . ... ... ... 13

DeVICE SO . .o L 13
Directory of supporting files. ...l 13

Image file Or direC OrY. . . L 13
Operational modes. ... ... ... 14
Go Through Mode (Layer 2). . . ... .o el 14

GO TOMOAE (LAYl B). . .o 14
Multi-tenant multi-device support ... L 15
Supported use scenarios. ... ... 16
Physical Fortigate. ... ...l 16
Go-Through Mode for west-east traffic within data centerin ACI.............................. 16

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
(07210 (=] SR 16



Virtual Fortigate. ...l 16

Go-Through Mode for west-east traffic within data centerin ACI..._.._....................... 16
Go-To Mode for north-south traffic for Web Server to access DataBase server in data
(1= | (= R 16
Installation. .. . 17
Importing the Device Package. . ... .l 17
Remove Device Package. . .. ... ..o 19
Add LA-L7 DeVICE. . ..o 19
GENE R AL L 19
CONNE CTIVITY e 20
CREDENTIALS . . e 20
D VI . 20
CIUS Y. 21
Create a FUNCioN Profile. . ... . o 23
Create Functional Profile Group. ... ... o oo 23
Remove Functional Profile Group. ... 23
Create Functional Profile. . ... o L 24
Remove Functional Profile. ... ... 25
VD OMS. .. L 25
Device NetWork .l 26
Firewall Objects. ... 27
Firewall Policy Rule. .. ... 28
Static ROUter. .l 30
DYNamMIC ROULET. . 31
ROV, . 31
SIVICE GraP N, 32
Create Service Graph. . ... oo 32
Deploy Service Graph. . ... 32
Modify Service Graph. . . .. ..o L 35
Remove Service Graph. . ... . oo 36
APIC Infrastructure and FortiGate rollback ............ ... 38
Basic Troubleshooting. ... ... . 39
Verify Service Graph deployed. . ... . 39

Service deployed but parameters missing. ... ... 40



Change Log

Change Log

DE (] Change Description

2015-10-13 Initial Release

5 FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.



Overview Licensing

Overview

FortiGate Connector for Cisco ACI (Application Centric Infrastructure) is the Fortinet solution to provide seamless
integration between Fortinet Firewall (Fortigate) deployment with Cisco APIC (Application Policy Infrastructure
Controller). This integration allows customers to perform single point of Fortigate configuration and Management
operation through Cisco APIC.

While the FortiGate series of firewalls enable superb firewall services, in a data center environment, the insertion,
configuration, and management of network services such as firewall can be quite complex and potentially error-
prone tasks. One solution for such data center problems is Cisco’s ACI. Cisco’s ACl is a policy-based framework
with integration of software and hardware in the underlying leaf-spine fabric. In Cisco ACI, the APIC is a tool used
to automate service insertion and provisioning into the fabric of the network environment. Network service
appliances, both physical and virtual, can be attached to ACI fabric’s leaf node through APIC. Traffic demanding
certain network services is steered by APIC-managed policies to the appropriate resources. The FortiGate
Connector allows FortiGates to be included amongst the list of resources that traffic can be directed to.

Spine Node Spine Node

. . APIC - Controller ~ ACI Fabric

- |

Leaf Nodes a : a .: Leaf Nodes

/_, /f /
// /// // \ / \\ N E'ldpornt Groups
- s
~— . ——
>Z e el O e L
Senice Producer: Semnvice Producer: Semnvice Consumer:  Semvice Consumer:
EPG - WAN Firewall VM-Firewall EPG1 Users EPG2 Users
Licensing

FortiGate Connector for Cisco ACI is free of charge for Fortinet customers. You need to make sure that you
register your FortiGate with FortiCare on support.fortinet.com.
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Terms and concepts Overview

Terms and concepts

FortiGate VDOMs

VDOM or Virtual Domain refers to a discretely administered segment on a FortiGate firewall. A FortiGate firewall
that is not segmented and where a single administrator can access all of the firewall is operating in the “root”
VDOM. However, it is possible to segment the FortiGate so that different administrators can access different
areas of the FortiGate. Credentials for VDOM X will allow access to the resources and settings of VDOM A but no
other. There will also be global resources and settings that will require credentials to the root VDOM. When
setting up connectivity between Cisco APIC and the FortiGates it will be important to know which VDOMs control
the needed resources.

FortiOS RESTful API

REST (sometimes spelled ReST) stands for Representational State Transfer. It is a software architectural style
for the WWW. REST systems typically communication over HTTP, using HTTP verbs or commands to retrieve
and send information to remote servers.

A good resource for the finer details of Fortinet’s implementation of ReST can be found at
http://docs.fortinet.com/uploaded/files/1276/FortiAuthenticator REST_API_Solution_Guide.pdf

North/South and East/West Traffic

The cardinal compass direction terms to describe traffic flow are used to differentiate between traffic within the
cloud or data center and traffic going in and out of the cloud or data center.

« North/South - traffic either heading into or out of a cloud or data center.
o East/West - traffic that is between nodes inside the same cloud or data center.

7 FortiGate Connector for Cisco ACI v.1
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Features Supported Features

Features

There are a number of features associated with firewalls in general and FortiGate firewalls in particular. This
section should explain which of these features are available through the FortiGate Connector and which are not.

Supported Features

The FortiGate Connector for Cisco ACI supports the following functions:

Cisco ACI service insertion - software package for FortiGate device deployed to Cisco APIC, containing FortiGate
models, function description, version, credentials, as a L4-L7 service.

Enable tenant configuration to add/modify/delete L4-L7 device of FortiGate firewall service.
Enable FortiGate deployment as both physical and virtual device (FortiGate chassis & VM).
Support both transparent (GoThrough) and L3 (GoTo) device mode .

Automatically create VDOM (context). One VDOM per logical device under a tenant.
Enable FortiGate specific interface configuration: physical interface and port channel.
Support IP address configuration on Layer 3 interfaces.

Support subnet, service and schedule object configuration.

Enable FortiGate firewall device to connect to endpoint groups (EPGs).

Support IPv4 policies: match, action, network operations & security features selection (although the Enable/Disable
Security profile option in policies is not supported).

Support NAT.
Enable service graph to add/modify/delete FortiGate firewall service node.

Unsupported Features

The following features normally found on FortiGates are not supported through the FortiGate Connector for Cisco
ACI.

Security Profiles (Web filtering, etc)

DoS Policy

Proxy Policy

SSL/SSH Inspection

FortiGate WAN load balance link.

HA/cluster support.

Administrator profile for limited access of different administrator accounts.
Static and dynamic routing except OSPF.

Firewall port forwarding (destination NAT).

Firewall logging: allowed traffic, security events, all sessions, etc.
Firewall packet capture.

FortiGate Connector for Cisco ACI v.1 8
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Planned for future releases Features

Firewall with FortiGuard DDNS.

o Other Firewall features not specifically listed as supported.

The following information resources are available on the FortiGates but do not integrate with APIC:

« ErrorLogs

« Statistics Reporting

The unsupported features on APIC may still be used on FortiGate outside of the APIC control; the user must login
to FortiGate to configure, monitor, and debug. However, any conflict with the operations from APIC may cause
malfunction.

Planned for future releases

FortiGate Connector for Cisco ACI plans to incorporate the following features and functions into future versions of
the software:

Support for OSPF-based routing configuration in the L3 (GoTo) mode from APIC.

Monitor FortiGate devices (health) status.

Provide FortiGate device statistics — device and service counters per context.

Support for logging and error reporting of FortiGate as a L4-L7 device.

Performance reporting: control and management plane based on APIC, data path on FortiGate.

New features are not limited to this list. These are just the features currently planned for.

FortiGate Connector for Cisco ACI v.1
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Supported Fortinet Products Models

Supported Fortinet Products

The supported Fortinet products refers to those that are compatible with the FortiGate Connector for Cisco ACI
software, and will properly integrate into the Cisco ACI. The products are separated into models and firmware but
it is an “and” set of parameters. In order to be supported the Fortinet product has to be one of the listed models
running supported firmware.

Models

FortiGate Connector for Cisco ACI v1.0 supports integration with the following predefined models:

« FG-1000D

« FG-1500D

« FG-3700D

« FG-VM

« Unknown (to be added based on customer's request)

Firmware Versions

FortiGate Connector for Cisco ACI version 1 is compatible with the following FortiOS firmware:

o FortiOS 5.4 (including the Beta version)

FortiGate Connector for Cisco ACI v.1 10
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Prerequisites Cisco Side

Prerequisites

Cisco Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied within the Cisco environment.

One of the following Cisco ACI environments needs to be in place:

Cisco ACI v1.1(2h)
Cisco ACI v1.1(3f)

Within the Cisco ACI, the following configurations need to be completed before Layer 4 -7 Services (in this case,
the FortiGate Connector) can be deployed:

Creation of Access Policies configuration under Fabric menu
Creation of any need Tenant(s)

Creation of Network(s) (including Bridge Domain)

Creation of Application Profile(s)

Creation of End Point Group(s)

Creation of Contract(s)

For detail, please consult Cisco APIC deployment Guide.

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_
Deployment/guide/b_L4L7 Deploy.html

FortiGate Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied on the FortiGate side of the equation.

Physical Firewall

1. Configure administrator user name and password.
2. Enable http/https on mgmt. port.
3. Configure IP address in mgmt. port.
4. Enable VDOM-Admin globally.
5. Configure Port-Group if needed.

VM Firewall
1. Assign network ports before start VM
2. Configure administrator user name and password.
3. Enable http/https on mgmt. port.

FortiGate Connector for Cisco ACI v.1 11
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FortiGate Side Prerequisites

4. Configure IP address in mgmt. Ports
5. Enable VDOM-Admin globally
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Components of the Device Package

Components of the Device Package

To add a network service to ACI fabric, the service’s device package needs to be uploaded to APIC. The device
package is a zip file containing these components:

Device model or specification

The Device Specification is an XML file called DeviceModel . xml that covers descriptions of FortiGate
devices, interfaces, connectivity and services. The file contains a hierarchical description of FortiGate devices,
including:

« Device functions
« Parameters of each function
« Interfaces/network connectivity information of each function.

Device script

This is a Python file, DeviceScript.py with API functions to interface between the Cisco APIC and the
FortiGate REST APIs. This Python file is associated by the DeviceModel.xml device specification to device script
for APIC.

Directory of supporting files

This component contains supporting Python files, text files and libraries of scripts and tools.

Image file or directory

The directory contains file(s) such as a Fortinet icon (Fortinet name.gif)to be displayed on the APIC
management page.

Policy Manager - Managed Objects

Device Package

REST APIs

FortiGate Connector for Cisco ACI v.1 13
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Operational modes Go Through Mode (Layer 2)

Operational modes

There are two types of network service devices which Cisco APIC integrates with. These types of devices are
defined by their operation mode. They are either Go Through or Go To. Normally a device has to be
preconfigured as one of these types before its imported package is managed by the APIC.

Go Through Mode (Layer 2)

Devices in Go Through mode are considered layer 2 devices (from the OSI model) and are sometimes known as
transparent. They are referred to as transparent because while the traffic goes through them and can be affected
by them, they are not seen by the network and are not a destination in their own right for the traffic. They do not
route traffic. These devices are not referred to by the packet’s destination MAC or IP address. In most cases,
these devices will only have an address for the purposes of management.

Go To Mode (Layer 3)

Devices in Go To mode are considered Layer 3 (from the OSI model) devices. They can route traffic and they are
referenced as the destination in a packet’s destination MAC address or destination IP address.

FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.
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Multi-tenant multi-device support

Multi-tenant multi-device support

Multi-tenant Multi-device is typical in the use cases of this project. The support is worth more detailed description.
When FortiGate device is added a tenant’s L4-L7 services, multi-context aware can be enabled. This indicates to
the device package that the L4-L7 device is going to be a virtual device that shares resources with other tenants
on the FortiGate. In FortiGate implementation, this virtual device is represented by a VDOM. Under each tenant,
multiple such virtual devices can be configured.

o VDOM name is the device name. One VDOM per device. One or more devices per tenant.

« Each tenant sees all available interfaces and can share interfaces (ports) with other tenants, if it is multi-context
aware. Limitation question: To be confirmed — For Physical Device under L3 Routed(GoTo) Mode, Tenant can
share physical interface as vlan is used to isolate the physical interface. In VM Device, this is not true. You can only
use dedicated VNIC.

« Each FortiGate device supports only a pair of ports. Another pair requires another device added under the tenant.

When the L4-L7 service is deployed to the FortiGate device, the following logic is performed. For simplicity in the
first release, the user may need to enable VDOM during FortiGate pre-configuration.

Tenant'A’

v

L4-L7 device'X’
no . ye
multi-context
aware?
es
y another device no VDOM
on FGT? enabled?
no

query FGT iface list Enable VDOM \I/

yes iface used or
invalid?
no

Config FGT iface

yes

Create VDOM X'

v

query FGT iface list

MMMMM yes

J, invalid?
device config
Config FGT iface

v

e device config

fault repo
& stop

fault report
& stop

FortiGate Connector for Cisco ACI v.1 15
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Supported use scenarios Physical Fortigate

Supported use scenarios

Physical Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.

Virtual Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.

FortiGate Connector for Cisco ACI v.1 16
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Installation Importing the Device Package

Installation

To successfully deploy Fortigate Connector into Cisco APIC, customers need to perform the following steps:
* Import Device Package

* Add L4-L7 Device

* Create Functional Profile

* Create Service Graph Template

* Deploy Service Graph Template.

According to the APIC deployment guide, a service device introduces a Layer 4 to Layer 7 service by this typical
procedure:

Import the device package of the service device,
Configure a tenant who asks for network services,
Register the device and its logical interfaces,
Configure logical device parameters,

Configure a layer 3 network,

Configure a bridge domain,

Configure an application profile,

Configure a physical domain (or VMM domain),
Configure a VLAN pool,

© XN ODN-=

10. Configure a contract

11. Configure a management endpoint group (EPG),
12. Configure a service graph template,

13. Select default service graph template parameters,
14. Attach the service graph template to a contract

15. Configure additional configuration parameters.

To add a support of a non-Cisco firewall device in the Cisco ACI fabric based data center, a device package
should be developed for the APIC. Then the remaining task is standard APIC deployment of a network service
device.

Importing the Device Package

1. Download Device Connector Package from Fortinet Support Web (URL) site to local storage.

2. From APIC menu, Navigate to L4-L7 Services > Packages and right click on L4-L7 Device Type on the left
hand panel. Select Import Device Package

FortiGate Connector for Cisco ACI v.1 17
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Importing the Device Package

il SYSTEM

TENANTS

FABRIC

L4-L7 Service Device Types

VM NETWORKING

L4-L MSERVICES

INVENTORY | PACKAGES

Installation

ADMIN OPERATIONS

O]+

VENDOR — MODEL
ER(E] Fortinet-FGAPIC-5.2.4 cIsco ASA
Fortinet FGAPIC
Fortinet FGAPIC
Fortinet FGAPIC

VERSION

3. Browse device package from local disk or share device and hit submit.

SYSTEM
cisco

TENANTS

FABRIC

L4-L7 Service Device Types

VM NETWORKING

L4-L7 SERVICES

NVENTORY | PACKAGES

FUNCTIONS

Firawall

Firewall

Firewall

Firewall

ADMIN OPERATIONS

M Quick Start
L4-L7 Senice Device Types
& cisco-asa-1.1 o) k2
Fortinet-FGAPIC-5.2.2
E Fortinet FGAPIC-5.2.3 VENDOR — MODEL VERSION FUNCTIONS
ERTE Fortinet-Faapic-52.4 c1sco ASA 11 Fireviall
Fortinet FGAPIC 522 Firewall
Fortinet FGAPIC 523 Firewall
Fortinet FGAPIC 524 Firewall
Import Device Package ®
R -—
.

4. Device package should display on the left hand panel.

SYSTEM
cisco

TENANTS

FABRIC

VM NETWORKING

L4-L7 Service Device Types

L4-L7 SERVICES ADMIN

VENTORY | PACKAGES

OPERATIONS

1 Quick Start
417 Service Device Types
ERE crsco-asa1a < |;|
ER 2] Fortinet-FaaPIc-0.0
ER [l Fortinet-Faaric-1.0 LT —
cI5c0 AsA
EHEl rortinet-Faaric-5.22 Fortinat FGAPIC
ERE rortinet-Fearic-s.2.3
Fortinet-FGAPIC-5.2.4 ‘ R Feapie
Fortinet-FGAPIC-5.4.0 Fortinet FGAPIC
ER[El Fortinet-Faapic-5.0
Fortinet FGAPIC
Fortinet FGAPIC
Fortinet FGAFIC
Fortinet FGAPIC
Fortinet FGAPIC

VERSION

FUNCTIONS

Firewall

Firawall

Firevall

Firewall

Firawall

Firewall

Firewall

Firewall

Firawall
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Installation Add L4-L7 Device

Remove Device Package

To remove Device Package, navigate to L4-L7 Services > Packages and right click on the Device package on
the left panel and select Delete option.

VM NETWORKING L4-LTSERVICES OPERATIONS

NVENTORT | PACKAGES

PROPERTIES
Vendor: Fortinet Swa

Mods FGAPIE
Capabities: GoThrough,GoTo

Package Name: DeviceScript.py
Supported Protocols:

estemal
interms

mansgemert

Add L4-L7 Device

Within Tenant, Expand L4-L7 Services > L4-L7 Devices, right click on mouse and select “Create L4-L7

devices’
GENERAL
Field Description / Options
Name Name of the Device
Device Package Select Device Package from drop down list
Model « FG-VM
« FG-1000D
o FG-1500D
« FG-3700D
o Unknown
FortiGate Connector for Cisco ACI v.1 19
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Add L4-L7 Device Installation

Field Description / Options

« Single Node / HA Cluster

Mode
We only support Single Node for current release
Function Type o GoThrough (L2)
« Goto (L3)
CONNECTIVITY
Field Description / Options
Physical Domain or VMM Select from drop down list Domain which you should have configured during APIC
Domain Access Policies setup

« Out-of-Band
« In-Band

APIC to Device

CREDENTIALS
Username <login name to the Fortigate>
Password <Password to login to Fortigate>
Confirm Password <Password to login to Fortigate>
Device 1
Management IP Address <IP address to connect to Fortigate>
o http
Management Port « https

https is the prefer method
Connects To « Port (Default), PC, VPC

Physical Interfaces Click on “+” sign to add interfaces connecting from APIC to FortiGate

20 FortiGate Connector for Cisco ACI v.1
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Installation Add L4-L7 Device

Field Description / Options

Name Select from Drop down list to select port.

(If using Port Channel, please type in the correct Port Channel name
ex:PO1, PO2..etc.)

Connects To Interface that connects to the APIC

Direction o Provider
« Consumer

Need to configure 2 ports

Cluster

Leave everything default.

File Edit View Higtory Bookmarks Iools Help

i APIC x \ +
€ | @ hitps//10.060.11 16/#bT enants VMPhy|uni/tn-VMPhyfful DevVips fvQuickstart-1I7 e || Q Search
|8 Most Visited 42 ADP £ ortiGate/FortiOs - Ad... 5% Secure ACI Data Cente...

alialn VM NETWORKING L4-L7 SERVICES OPERATIONS

STEP 1 > GENERAL 1. GENERAL 2. DEVICE CONFIGURATION
Please select device package and enter connectivity information B
GENERAL Device 1
Hame: | Forigata10000 Management T Address: | 10.160.11.17 Management Part: https -
Device Package: Fortnet-FGAPIC-5.2.3 > @ Connects To: @ Port DPC & wpe
Mode: @& Single Node Name Connects To Direction
0 HA Custer porth topologyjpod-1/paths-10 pathep-{eth)/..  provider
ports topolagyjpad-1/paths-102/pathep-fethl . consumer
Function Type: @ GoThrough
D GoTo
CONNECTIVITY
Physical Domain: | FreWalPool ~ @ | Cluster
Emm e APIC to Device @ Out-Of-Band Management 1 Address: |10.160.11.17 Management Part: hitps =
Management Connecivey: o oo
CREDENTIALS

Usemame:  admn
PISSWOTD: | esmmsssssns

Confirm Password: | asssssasass

PREVIOUS nexr> | cance |

No need to input any information for next screen, just hit “submit”.

FortiGate Connector for Cisco ACI v.1 21
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Add L4-L7 Device

Installation

File Edit View Higtory Bookmarks Took Help

n\_+

s APIC

fﬂn

(2 Mast Visited 2> ADP

5://10.160. 1116/ 25T enants:VMPhyfuni/tn-VMPhyfhl DevVips, fQuickstart- 417

FortiGate/FortiOS - Ad... 4% Securs ACI Data Cente...

SYSTEM FABRIC

3 I Create L4-L7 Devices

STEP 2 > DEVICE CONFIGURATION

Please enter values for device folder and parameters
B Device 1

Features: = i

O B ) Hghavaiabity
[ B ) LACP Mancmum Bundie:
[ 5 Fart Channel Memeder

VM NETWORKING

AN

La-L7 SERVICES

1. GENERAL

NAME

OPERATIONS

@ || A Search

2. DEVICE CONFIGURATION

Cluster

L4-L7 Device Added:

VM NETWORKING

SYSTEM

| Ten2 |

| o
L4-L7 Devices - FGVM1000

L4-L7 SERVICES

weicome, admin v

OPERATIONS

R s | v |[vsrony |

There are a number of steps that follow such as:

« Creating a Tenant

Creating an Application Profile

« Creating an Application End Point Group (EPG)
« Creating Contracts

22

AA <4—— No Emor
GENERAL Device 1
Name: FGVM1000 VM Name: | Fortigate-VM-5.2.3-GA-35.
Device Package: Fortinet-FGAPIC-1.0 Center Name: [fortiqavet
Context Aware: Single M 1P Add
nagement IP Address: | 10.160.11.103
Function Type: @ GoThrough =
1417 Sevice Graph Templates Oem Management Port:
Function rofiles
Device Type: VIRTUAL Interfaces: VTS PATH VNIC
port2. [eth1/23] Network adapter 2
CONNECTIVITY
port3. [eth1/23] Network adapter 3.
VW Do oraaict &
EPG: [select ortype to pre-p [
ployed Devices. e e .
CREDENTIALS
‘ R Cluster
Password: Management IP Address: | 10.160.11.103
= e
Logical Interfaces: SNV TYPE CCONCRETE INTERFACES
CONFIGURATION STATE extemal extemal FaUM1000_Device_fports]
Configuration Issues:
[ 3 e internal internal FGVM1000_Device_1/[port2]
-
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Installation Create a Function Profile

« Associate Physical Domains

« Assign Client to EPG (Static Bindings)

« Associating Contracts

« Associate the Device Package with the Tenant

« Deploy the Device

The instructions for these steps can be found in the Cisco Documentation at

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_
Deployment/guide/b_L4L7 Deploy.html

Create a Function Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

Create Functional Profile Group

SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES

OPERATIONS

L4-L7 Services Function Profile Group - DemoFPGroup

[Ol¥]

PROPERTIES

Name: DemoFPGroup

Description: Demo Functional Profile Group
Service Function Profiles:

ASSOCIATED FUNCTION DESCRIPTION

s
ERE Fevmio

B
-
-
ISR Deployed Devices

Remove Functional Profile Group

To remove Functional Profile Group, navigate to Tenant > L4-L7 Services > Functional Profiles and right
click on the Functional Profile group name listed on the left hand panel and select Delete option.

FortiGate Connector for Cisco ACI v.1
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Create a Function Profile Installation

CIsco

alialn SYSTEM TENANTS FABRIC VM NETWORKING L4-L7 SERVICES

ALLTENANTS | ADD TENANT | Searcn: | common | Ten2 | mgmt | infra | ci
LAON 14-L7 Services Function Profile Group - DemoFPGroup

Tenant Ten2
I Quick Start
B A Tenant Ten2
N B ~pplication Profiles O i
N I Networking
[ L4-L7 Service Parameters PROPERTIES

BB B s=curity Policies
[ Troubleshoot Policies
BB B Menitoring Policies
417 Services
- L4-L7 Service Graph Templates ASSOCIATED FUNCTION
=- Function Profiles
g
[ profiles B ook &
- L4-L7 Devig Create L4-L7 Services Function Profile
- Imported D{ u
R Dsvices Sel
EEm Deployed 6 @ ros..
Rl 0eployed Devices

Name: DemoFPGroup
Description: Demo Functional Profile Group
Service Function Profiles:

DemoFunctienalProfile Firewall

Save as ..

Create Functional Profile

1. Navigate under Functional Profile group created from above right click and select Create L4-L7 Service
Functional Profile

File Edit View History Bookmarks Iools Help

& APIC «
& B hitps/10.160.11.16/5T enantsVMPhy|uni/tn-VIMPhy/ sbeFunc ProfC ontr/abeFunc ProfGrp- DemaFunctionalProfileGroup C || Q search
[8) Mast Visited £ ADP 32} FortiGate/Forti0S - Ad... &4 Secure ACIData Cente...

dlialn, SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES ADMIN OPERATIONS

| ¥MPhy | t | inf

B L4-L7 Services Function Profile Group - DemoFunctionalProfileGroup

1 Quick 5tart

B8 et

[ B opicaton Profies
[T

[T

PROPERTIES
Hame: DemoFunctionalProfileGroup

Description:

Service Function Profies:

aph Templates ASSOCIATED FUNCTION DESCRIFTION

o items have been found
ofiles. N
Select Actions to create s new tem,

| -—
ws | B3 Delete
S irworted O (8] Croate L4-47 Services Functin Frofie
R Devices Select] —-—
=-L":Dn»t:(raun o0
B~ contractied Bl post . L
{El Function Tiode ~Frewal
R Ceepioyed Devices

2. Input Functional Profile Name, and leave Copy Existing Profile Parameters option checked and select Profile:
Fortinet-FGAPIC-1.0/Basic-Firewall-Policy
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Installation VDOMs

mm SYSTEM TENANTS

ALTENANTS | ADD TENANT | Search: [ETIEUSESISSSSSSSSNN | common | Ten2 | memt | infra |

Create L4-L7 Services Function Profile

FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

cisco-asa-tl

1 Quick start
B &+ Tenant Ten2

Create Function Profile

Neme: | DemoFunctionalPrfoile

Description: | 0ptionzl

Copy Existing Profile Parameters:

h Templates Profile: | Fortinet-FGAPIC-1.0/Basic-Firewall-Palicy

[-+-[JENE
[ Function Profiles
[ DemoFPGroup

— &
<+ e
Features and Parameters
In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -
Default

ALL PARAMETERS
Features: BASIC PARAMETERS
FOLDER/PARAM NAME VALUE MANDATORY LOCKED SHARED
VDOMs 1 B 53 Device Config Device
BRI voom VDOMname false false. —

Remove Functional Profile

To remove Functional Profile, navigate to Tenant > L4-L7 Services > Functional Profiles > profile name
listed on the left hand panel and select Delete option.

SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

Ten2 t | infra | t

L4-L7 Services Function Profile - DemoFunctionalProfile

[l

PROPERTIES

Name: DemoFunctionalProfile

B Networking

Ml L4-L7 Service Parameters
[ B Security Policies
BB B Troubleshoot Folicies

Description:
I Monitoring Policies

Associated Function: Fortinet-FGAPIC-1.0/Firewall

L4-L7 Senvice Graph Templates
B Function Profiles

= O Firewalladdresses
& O Firewalladdresses

VDOMs

[ ) DemoFPGroup
. : [X]
5 ProfileGr Delete
BRI profi o <+ FEATURES AND PARAMETERS
BB 1417 Devices M soveas..
Imported Devices . BASICPARAMETERS
Devices Selection Poll @ .. Features META FOLDER/PARAM KEY MANDATORY
[EH @ Dzployed Graph Instances B <3 Device Config Davice
R Depiojed Devices (] DeviesInterface port11
[EH O Devicelnterface port12
[EH C FirewallAddresses Adobe_Login
BE () FirewallAddresses Gotomesti
] ng
R CJ FirewallAddresses None.

SSLVPN_TUNNEL_ADDR1
Windows_update_2

1. Input Vdom Name under the Name Column and check the box under Locked column.

2. The Locked column is used to lock the field to ensure you can not make any modification after the deployment of
the service graph. In this case, we do not want to change the mode of the VDOM from L2 to L3 or vice versa. This
is a limitation for the moment since changing the VDOM mode requires removal of the original VDOM deployment
and re-deploy with the new mode.
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VDOMs

"I"'l" SYSTEM FABRIC

VM NETWORKING

A enants | oo Tenant | Search: [ENEREIRINII | coor | Ten2 | mgmt | infra | cisco-asa-tl

L4-LT7 SERVICES

B Quick Start
| 28 Tenant Ten2
M 2pplication Profiles
B Netweorking
I L7 Senvice Parameters
| Security Policies
B Troubleshoot Policies
Monitoring Policies
I 417 Services
| 1417 Senvice Graph Templates
| Function Profiles
[ DemoFPGroup.
EHE) ProfileGroup

I8 Devices Selection Policies
Deployed Graph Instances
i Deployed Devices

Device Network

Create L4-L7 Services Function Profile

Installation

OPERATIONS

Create Function Profile

Name: | DemoFunctionalPriaile

Description: |optional

Check this box to lock
this field

Copy Existing Profils Parameters:

Profil: | Fortinet-FGAPIC-1.0/Basic-Frenal -Palicy

/@ I

- Features and Parameters

BASIC PARAMETERS

In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of tof folder must be ended with -

Features:
FOLDER/PARAM MANDATORY LOCKED
VDOMs [ 53 Device Cenfig Device
[z [= 1] DemoVdom false false [
57 Mode(transparent/nat) Vode-default I ] [

‘ UPDATE RESET CANCEL ‘

SUBMIT CANCEL

Device Network is defining the physical interface information. For transparent mode, it is not required therefore
you can input dummy information into the field. All the fields are following the same layout as what is seem from

Fortigate interface.

Default populated port name are “port11” and “port12”, please make the changes accordingly by double clicking
on the name field. Rest of the fields highlighted in green from below need to be update.

1 Quick Start
B & Tenant Ten2
| Application Profiles

1B 47 Service Parameters
| Sccurity Policies
oublesheot Policies
| ionitoring Policies
| 147 Services
14-17 Service Graph Templates
[ Function Profiles
) DemorrGroup

3 ProfileGroup
S 147 Devices

ERE Fevmicoo
BB imported Devices
Devices Selection Folicies
[EB 8 D=ployed Graph Instances
R D=ployed Devices.

26
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Create L4-L7 Services Function Profile

L4-L7 SERVICES

OPERATIONS

Create Function Profile

Name: | DemoFunctionalPrfoile

Description: |optional

Copy Existing Profile Parameters:

Profile: | Fortinet-FGAPIC-1.0/ Basic-Firewall-Policy

ue [l

- Features and Parameters

[E] Device TP Netmask(ex. 255.255.2
[E] Interface Address Mode(static, d.

In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -

IPhetmask 2552552550 false false
mode static false false

Default
Features: BASICRARAMETERS
FOLDER/PARAM MANDATORY LOCKED
=) Device Config Device.
53 Devicelnterface lpotnn false falsz —
DeviceNetwork =] [E] Device 1P Address(ex. 10.16011.1) TPAddrass 10.160.11.0 false false
=] [E] Device IP Netmask{ex. 255.255.2...  IPNetmask 255.255.255.0 false false
] Interface Address Mode(static, d... mode static false fakse
F S Devicelnterface false. false
[=] Device IP Address(ex. 10.160.11.1) IPAddress 10160.12.0 false false
%)

SUBMIT CANCEL

FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.



Installation

Firewall Objects

VDOMs

Firewall Objects field is pre-populated with default Objects from FortiGate. Please note that you need to select
the “All Parameters” field in order to see the full list of default Objects. If you want to customize object(s), click on
the + icon to add Object(s), otherwise, just move on to the next featured.

Firewall objects include Address object, Service object and Schedule object. These objects can be used in policy
rule. For this release, the service object supports TCP, UDP, SCTP ICMP and IP only.

The screen shot below helps explain the customized Firewall Service.

SYSTEM

ALLTENANTS | ApD TenanT | Search: SIS

Create L4-L7 Services Function Profile

VM NETWORKING 'OPERATIONS

Features and Parameters

Create Function Profile

Description

Copy Existing Profile Parameters:

Name: | DemoFunctionalProfile

Click to add customize
Object(s)
Profile: | Fortinet-FGAPIC-1.0/Basic-Firewall-Policy

¥

In order o auto apply new values to the parameters o
Default

g araph instance when users madify function profiles, the name of top folder must be ended with -

Features: BASIC PARAMETERS ALL PAT/ ETERS
FOLDER/PAZAM MANDATORY
ELART Device Config Device -
™ EH(C] Firevalladdresses Adobe_Login false false. D
E3 B EECFirevalladdresses Gotomeeting false false
FirewallObjects E3 M EEC)Firewalladdresses Nens. false falsz.
[ =] (] Firewalladdresses SSLVPN_TUNNEL_A. false. false
(<] (] Firewalladdresses Windows_update_2 false false
E & EEC)Firevalladdresses adobe: false. false
B3 M [EECFirevalladdresses all false. false
E & EEC)Firevalladdresses android false. false
Ed B BN Firewalladdresses apple false false
E3 B EEC)Firevalladdresses appstore. false. false
E B B Firewalladdresses authgfcms false false
M 5 d fal fal: hd

Field Description

Firewall Service Field

Port Range

Dst/Src Port for TCP/UDP/SCTP

TCP/UDP/SCP - Dst Port Range
Max [0-65535]

TCP/UDP/SCP - Dst Port Range
Min [0-65535]

TCP/UDP/SCP — Src Port Range
Max [0-65535]

FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.

Enter the name for the Firewall Service

If you have more port range to define then click on the left hand “+” icon to
add additional Port Range Field.

Select from drop down list to select your protocol. “TCP”, “{UDP” or “SCTP”

Upper range of the Destination port range

Lower range of the Destination port range

Upper range of the Source port range

27



VDOMs Installation

Field Description

TCP/UDP/SCP — Src Port Range Lower range of the Source port range
Min [0-65535]

Category Select from the drop down list to select your Category

ICMP —code [0-255] Part of the ICMP entry if your service is relating to ICMP

ICMP —port [0-255] Part of the ICMP entry if your service is relating to ICMP

IP — Protocol Number [0-254] If the Service is relating to IP, this is where you define the protocol number if
any

Protocol Type (TCP/UDP/SCP,

ICMP, IP) Select from drop down list the desire protocol type

Firewall Policy Rule

Firewall Rule is where we define the Policies on Fortigate. There are 2 default rules pre-populated. You can
modify the 2 default rules or add additional rules by clicking on the + icon.

L4-L7 SERVICES OPERATIONS
ALLTENANTS | ADDTENANT | Search: | common | Ten2 | mgmt | infra | cisco-ssa-t
Tenant Ten2 —— .
~ Create L4-L7 Services Function Profile o x
—m

[
- Create Function Profile

- Name: | DemoFunctionalProfile
Hm

Description:

L]
- Describes Funstion Profiie.
Em Copy Existing Profile Parametrs: [¥] .

[ Profie: | Fortinet FGAPIC-L.0; Basic-Firewall-Policy - @

=- Features and Parameters

Cp— In order o auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -
= N Add addtional Dafault
P Rues [TTIITITTAECR | AL PARAMETERS

™ FOLDER/PARAM MANDATORY LOCKED

] ] B 3 Device Config Device

-+ ] B <5 Function Canfig Function

Eo 5 E ) fremallPoioRelCtMomber Orby-., 10 folse folse

E 5 S FirewallPoliciRulel(Mumber Orly -... 20 talse. talse.
B \
pre-populated Rules
Rule ID:

Rule ID defines the order how the rule will be applied later on to FortiGate. Lower Number Rule number will be
listed first. The Locked icon is used to lock the field or any other field in the template so the modification cannot
take place.

28 FortiGate Connector for Cisco ACI v.1
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Installation

SYSTEM

Senice Parameters
Security Policies
B B Troubleshoot Policies
B3 B Monitoring Policies
1 O 417 Senvices
[ L4-L7 Service Graph Templates
| Function Profiles
DemoFPGroup

3 ProfileGroup
B 147 Devices

FABRIC VM NETWORKING

L4-L7 SERVICES

VDOMs

OPERATIONS

Create Function Profile

Name: | DemoFunctionalProfile

Description: |optional

Copy Existing Profile Parameters:

Profile: | Fortinet FGAPIC-1.0)/Basic-Firewall-Policy

~@

- Features and Parameters

Default

BASIC PARAMETERS

In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top foldgr must be ended with -

E3E Fevmiooo Features:
BB Imported Devices FOLDER/PARAM
[ER B Dsvices selection Policies FA 3 Device Config Device
[ER 88 D=pioyed Graph Instances | B BS3 Function config Function,

S FirewallPolicyRuleID(Number Onl
[EH O=ployed Devices = [} icyRuleID(! ¥

FirewallPolicyRuleID{Number Onl_. 20 False false
UPDA RESET CANCEL

LOCKED

MANDATORY

FirewallPolicyRule

SUBMIT CANCEL

Rule Policy Fields
All the fields:

« Action

« Destination Address Name
« Incoming Interface

« NAT

« Outcoming Interface

« Service

« Source Address Name

« Schedule List Name

are pre-populated from basic template which you can select their value by select from the drop down menu under
the Value column.
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VDOMs Installation

L4-L7 SERVICES

mmiin SYSTEM FABRIC OPERATIONS

cisco

VM NETWORKING

Create L4-L7 Services Function Profile
N Quick start
nant Ten2 | —
Application Profiles
MNetworking
L4-L7 Senvice Parameters Name: | DemoFunctionalProfile ]
Security Policies
Troubleshoot Folicies

Menitaring Policies
L417 Senvices Copy Existing Profile Parametars: I

BT it Profile: | Fortinet-FGAPIC-1.0/Basic-Firewall-Policy @
Function Profiles

Create Function Profile

Description: |optional

[~ Features and Parameters
In order ta auto apply new values to the parameters of existing graph instance when users modify function profiles, the name oftop folder must be ended with -
Default

BASIC PARAMETERS
FOLDER/PARAM MANDATORY LOCKED
|5} 2 Device Contig
B B3 Function Config [
B B3 FirewallpolicyRuleID(Number On...

Features:

Devices Selection Policies
Deployed Graph Instances
RS Ceployed Devices

Senvice
[ Source Address Namefall ..)  SourceAddress

RERRRRER

SUBMIT CANCEL

Static Router

For current release, we only support Static Route. You have to manual input all parameters for static route
configuration.
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Installation VDOMs

U :lelsliljlt; 1 SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

Create L4-L7 Services Function Profile

I Quick Start
nant Ten2 | S—

:ZZ!ZE: e Create Function Profile
L417 Service Parameters Name: | DemoFunctionalprofile |
ool T Description: | 070l
Troubleshoot Policies
Monitoring Policies.
I L+17 Senvices Copy Existing Profile Parameters: .
P TR T S Profile: | Fortinet-FGAPIC-L.0/ Basic-Firewall-Policy '

Function Profiles

- Features and
In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name oftop folder must be ended with -
Default

ERTE revmioon Features: BASIC PARAMETERS | TRV 0
ity FOLDER/PARAM MANDATORY LOCKED

Devices Selection Palicies O B3 Function Config

Deployed Graph Instances B 53 DeviceRouter

Deployed Devices [E] Administrative distanct

(] Administrative priority

/=] Administrative weight

] Device Interface

[E) Gateway IP Address

55 Route Destination IP Address

[ Route Destination Netmask

[ sequence Mumber of Route

StaticRouter

[m}
[m}
[m}
[m}
[m}
[m}
[m}
[m}
[m}

SUBMIT CANCEL

Dynamic Router

Not support for current release.

Review

All Field display all the fields in the features listing. If you are satisfy with all your inputs, then hit the submit
button to complete your creation of Functional Profile template.

OPERATIONS

alialn SYSTEM FABRIC

VM NETWORKING L4-L7 SERVICES

| ADDTENANT | Searc common | Ten2 | memt | infra

= Create L4-L7 Services Function Profile
it

B2 Tenant Ten2 S—
Application Profiles
Networking
1M L4-L7 Servce Parameters Neme: |DemoFunctionalProfile |
Security Policies
Troubleshoot Policies

Monitoring Policies
147 Services Capy Existing Profile Parametay l

(B 20 Profile: | Fortinet-FGAPIC-L.0/ Basic-Firewall-Policy @

Create Function Profile

Description: |optional

Function Profiles
) vemers

[5) ProfileGroup
L4-L7 Devices

- Features and Parameters
In order to auto apply new values to the: parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -
Default

Features: BASIC PARAMETERS ALL PARAMETERS
Imported Devices FOLDER/PARAM MANDATORY LOCKED
Devices Selection Policies B (2] DeviesInterface portil
ployed Graph Instances =] (] Devicelnterface port12 el

Deployed Devices %] (] Firewalladdresses adobe_Login

BB O3 Firewalladdresses Gotomesting

(=] (] FirewallAddresses None.

(0 Firewalladdresses ‘SSLVPN_TUNNEL_ADDR1

(=] (] FirewallAddresses Windows_update_2

=] (3 Firewalladdresses adobe

(23 FirewallAddresses all

Al =] (20 FirewallAddresses android
M (2 FirewallAddresses apple. false.
B8 (1 Firevalladdresses apostore
S

SUBMIT CANCEL

FortiGate Connector for Cisco ACI v.1 31
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Service Graph

Service Graph

Create Service Graph

Right Click on L4-L7 Service Graph Template to create a Service Graph.

Field Description / Options

Name Name of the Service Graph
« One node
Node
« Two node
Type « Single Node Transparent

« Routed

In our case it is transparent

Device Function

Profile

— NAME

Test25G

ic2 Graph Templates

Deploy Service Graph

FABRIC

ALLTENANTS | ADDTENANT | Search: _ | common | Ten2 | mgmt | infra | cisco-asa-tl
LACY 14-L7 Service Graph Templates

Select the Device Package

VM NETWORKING

L4-L7 SERVICES

Installation

Select the Functional Profile created earlier from the drop down list

OPERATIONS

Create A L4-L7 Service Graph Template om =
Please enter new L4-L7 service graph template information
Service Graph Template
Name: ‘DemﬂServ\ceGmnh
Nodes: @ One Node © Two Nodes
Type:  Single Node - Firewall in Transparent Mode >
Node1
Device Function: |Fortinet-FGAPIC-1.0/Firewall ® ||
Profile: | Ten2/DemaFPGroup/DemoFunctionalProfile ~ B

1. Right Click on Service Graph defined from above and select Apply L4-L7 Service Graph Template.
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Installation

el
CISCO

Tenant Ten2

I Quick Start

Tenant Ten2

Application Profiles
Networking

M L4-17 Service Parameters
Security Policies
Troubleshoot Policies

Monitoring Policies
L417 Services

I Function Profiles x|
[ [ DemoFPGroup
Bl pemorunctiq

R Profilecrow |

SYSTEM TENANTS FABRIC VM NETWORKING

oorenant | Searcn: TN |

mmon | Tenz | mgmt | infra |

L4-L7 SERVICES

L4-L7 Service Graph Template - DemoServiceGraph

OPERATIONS

Service Graph

Apply L4-L7 oh Template <
Delete
Remove Related Objects Of Graph Template

Save as

Post

Imported Devices

B Deploved Devices

Devices Selection Policies
Deployed Graph Instances

To E I
e ext int
onsumer Firewall
EPG
Firewall

2. Select Consumer EPG and Provider EPG and input a contract name

atlvarln

B Quick Stert
&4 Tenant Ten2
EB M Application Profiles
[EB B Netveorking

Ml 1417 Service Parameters
B secuity Policies
B Troubleshoot Policies
[ER B Wonitoring Policies
B L+17 Services

[~ DemosSenviceGraph
B Test256

unction Profiles.

[l [ DemoFPGroup.

ProfileGroup
L4-17 Devices
ERE Fevmioon
nported Devices
Devices Selection Policies

Deployed Graph Instances
Deployed Devices

L4-17 Service Graph Templates

T8 bemoFunctionalProfile

SYSTEM FABRIC VM NETWORKING

STEP 1> EPGS

OPERATIONS

To Provider

1. EPGS

EPG

2. FIREWALL

Please associate a L4-L7 service graph template to consumer and provider EPGs.

— EPG And Service Graph Template Information
Consumer EPG  Extemnal Network: | Ten2/AP/Out

M@
@

Service Graph Template: | Ten2/DemoserviceGraph

Provider EPG / External Networks | Ten2/AP/In.

e

Contract: @ Create A New One © choose An Existing One

No Filter (Allow All Traffic):

Contract Name: | DemoContract]

< PREVIOUS

3. Select L4-L7 Device

FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.

CANCEL

NEXT >
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Service Graph

1 Quick Start
B &8 Tenant Ten2
B Application Profiles
B Networking
{1417 Senice Parameters
i secunity Folicies
@ Troubleshoot Policies
BB B Vonitoring Policies
7 Seniices
1417 Seniice Graph Templates
BB\ DemoSenviceGraph
e TestasG
Function Profiles
I ) pemorpcroup
&L pemoFunctionalprofile

IS C=ployed Devices

4. Ensure all fields turned Green, otherwise they will not get deploy/allow to modification later on. This is the last

SYSTEM

Installation

FABRIC VM NETWORKING L4-17 SERVICES OPERATIONS

t | infra |

STEP 2 > FIREWALL 1. EPGS 2. FIREWALL

Please check feature boxes to create or modify parameters of the selected feature

Devices Information
vl omine N @ |

- Features and Parameters

Profile Name: DemoFunctionalProfile 51

. prymp——— e |
FOLDER/PARAM NAME VALUE 'WRITE DOMAIN
No basic (mandatory) configuration parameters are required for this feature . You can configure this feature using parameters under All Parameters tab.
Al

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

< PREVIOUS FINISH CANCEL

round of check before you hit to submit button to ensure everything is correct.

N mm
CIsco

1B Quick Start
B 88 Tenant Ten2
[ER B Application Profiles
B Netveorking
[l L4-L7 Service Parameters
BB s<curity Policies
B Troubleshoot Policies
[EX m Moritering Policies
B 1447 Services
B B 1417 Seniice Graph Templates
BB+ DemoseniceGraph
BB Testzse
unction Profiles
[ [ DemoFPGroup
{EL DemoFunctionalProfile
ProfileGroup
L7 Devices
ERTE Fevmiooo
Imported Devices
Devices Selection Policies
Deployed Graph Instances
Deployed Devices

=
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FABRIC VM NETWORKING L4-17 SERVICES OPERATIONS

STEP 2 > FIREWALL 1. EPGS 2. FIREWALL

Please check feature boxes to create or modify parameters of the selected feature

1447 B @

- Features and Parameters

’, Devices Information

Profile Name: DemoFunctionalProfile (31
Features reQuIRED PARAMETERS | [IETRID (21T
FOLDER/PARAM WRITE DOMAIN

B B ocvcelnterface portt1 |
] 2] AllowAccess. AllowAccess-Default
(%] [E] Device IP Addresslex. 10.160.11.1) TPAddress 10.160.11.0
[%] [=] Device IP Netmask(ex. 255.255.255.0) TPNetmask 255.255.255.0
5] 5] Interface Address Mode(static, dhcp, pppoe) mode static
(m) [=] voOMname
B B evicalnterface port12.
(2] Allowaceass Allowaccess-Defauit

Al [E] Device IP Address(ex. 10.160.11.1) PAddress. 10.160.120
=] [E] Device IP Netmask{ex. 255.255.255.0) IPNetmask 255.255.255.0
=] [E] Interface Address Mode(static, dhcp, pppoe) mode static
o [=] vooM name.
%] (3 Firewalladdresses Adobe_Login -

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG

< PREVIOUS FINISH CANCEL

FortiGate Connector for Cisco ACI v.1
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Installation

Modify Service Graph

Service Graph

1. Navigate to Tenant>Provider EPG>L4-L7 Service Parameters and select the pen icon.

alialn SYSTEM
cisco

EPGIn
I Contracts
[ Static Bindings (Paths)
M Static Bindings (Leaves)
M Static EndPoint
I subnets
M Domains (WMs and Bare-Metals)
I VM Attributes
[ Management IP Address Pools
B 1417 Senvice Parameters
EI®ersout
EI® ereTest
@ creTests
EE® eretest2
I 1417 Service Parameters
R Networking
M U417 Senvice Parameters
B B security Policies
B8 Troubleshoct Policies
(BB Menitoring Policies
i 417 Senvices
L4-L7 Service Graph Templates
ER+* DemoseniceGraph
BB~ Testase
I B Function Profiles
B ) pemorrGroup
T2l pemoFunctionalProfile
) ProfileGroup

FABRIC

ER Firevalladdress

VM NETWORKING L4-L7 SERVICES OPERATIONS

B4 contracT namE SERVICE GRAPH NAME SERVICE FUNCTION NAME FOLDER/PARAM INSTANCE NAME
democontract Test25G Firewall 0
democontract Test2sG Firewall 20
democontract Test25G Firevall AL
democontract Test25G Firewall AL ICMP
democontract Test25G Firevall AL_TCP
democontract Test2sG Firewall ALL_uDP
democentract Test25G Firewall Adobe_Login
democontract Test2sG Firevall DeviceRouter-Defaultl
democontract Test25G Firewall Gotomesting
democentract Test25G Firewall HTTP
democontract Test2sG Firevall HTTPS
democontract Test2sG Firewall None
democontract Test25G Firevall ‘SSLVPN_TUNNEL_ADDRL
democontract Test25G Firewall vz
democontract Test25G Firevall ‘Windows_update_2
democontract Test2sG Firewall adobe
democentract Test25G Firewall all
democontract Test2sG Firevall always
democontract Test2sG Firewall android
democentract Test25G Firewall apple
democontract Test2sG Firevall appstore
democontract Test2sG Firewall auth.ghums
democontract Test2sG Fireviall autoupdate.cpera.com

2. Onthe next screen, select the Contract name, Graph Name and Node name from the drop down list and all the
associated Service Graph Parameters will be displayed.

3. Expand the field you want to make modification and change the appropriate value from the drop down list and

then hit submit.

alialn SYSTEM
CISCO

FABRIC

A reans oo o | sear R |

[ Static Bi
[ Static Bi
I Static EndPoint
1 ubn

Function Profiles.

B ) pemorpGroup

& pemoFunctionalProfile
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Click row to edit value
E nam
Contract Name: | t @
Graph Name: | Ten2(Test256 @
Node Name: | Firewall @
Features and Parameters
Features: BES CEARMETER
FOLDER/PARAM
B Bl 3 Device Config
EBE B B Devicelnterface port2
El B  EHCpevicelnterface port3
+[x] B3 L Firewalladdresses Adobe_Login
[x] B8 Firevallagdresses verisign
[ x] BB 1 FirewallAddresses update.microsoft.com
El B8 EHCIFirewalladdresses swscan.apple.com
El B8 EHCIFirewalladdresses softwareupdate vmware.com
El &  EECFirevalladdresses skype.
Al E @ EEC] Frevalladdresses microssft
El &  EECFirevalladdresses live.com
Ed 8 EECTFirevalladdresses itunes
E B EHC Frevalladdresses icloud
El @ [EEC Frewalladdresses googleapis.com
Ed @  EHCIFirevalladdresses google-play3
El @ [EEC Frewalladdresses google-play2
Ed @  EHCIFirevalladdresses gosgle-play
P = o -
o L L _}
B B Firewalladdress demiocontract Test25G Firzwall google-play
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Service Graph Installation

Remove Service Graph

1. Navigate to Tenant>L4-L7 Services>L4-L7 Service Graph Templates and the deployed Service Template
name, right click and select Remove Related Objects Of Graph Template.

vl SYSTEM TENANTS FABRIC VM NETWORKING L4-17 SERVICES OPERATIONS

Cisco .
auLTeENaNTS | ADDTENANT | Search: | EESUTSESISSSSSSNNNN | common | Ten2 | memt | inra | cisco-asa-tl

L4-LT Service Graph Template - Test2SG

[-[SES =

I Contracts

1B Static Binding

1B Static Bindings (Leaves)

1B Static EndPoint

B subnets

I Domains (VMs and Bare-Metals)

1 VM Attributes

I Management 1P Address Pools

I L4-L7 Senvice Parameters To E E:E I To Provider
= EPG

Consumer
EPG

Firewall

st3
ER® eratest
1B 1+L7 Senvice Parameters
IR B tetwiorking
[ 1417 Service Parameters
IR security Policies
58 B Troubleshoot Policies
[E™ B oritoring Policies
B 17 Services
B B 14-L7 Senvice Graph Templates
[ER+* DemoSeniiceGraph
[+
S Function| @ Apply L4 L7 Service Graph Template
EEerd B peere

Dg
Remove Related Objects Of Graph Template
EE I rofi g - P e

[—[TIEREEE Saveas
ERE row Post..

Firewall

4

[ B Devices Selection Policies
[ Bl Deployed Graph Instances

2. Select Contract and Provider EPG from the drop down list and check all 3 boxes:
« Remove Related Contract
« Remove Related EPG Parameters
« Remove Related Device Selection Policies
Hit Submit. This will remove all the related objects for this Service Graph.
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Installation

Service Graph

SYSTEM
Cisco

FABRIC VM NETWORKING

L4-L7 SERVICES

common | Ten2 | memt | infra

at

L4-L7 Service Graph Template - Test2SG
S

1B Contracts

OPERATIONS

I static Bindings (Paths)
M Static Bindings (Leaves)

I Static EndPoint

M Subnets

1B Domains (VMs and Bare-Metals)
I VM Attributes

B Management TP Address Pools
I L4-L7 Service Parameters

Remove Related Objects Of Graph Template

E®rcou
gmﬁm Please check Contract, EPG Parameters and Device Selection Policies to remove
EPG Test3
E® eretestz Graph Tempalte Name: Test2SG
L7 S " - -
1 L4-L7 Service Parameters Contract: | S
Networking

D - Provider EPG / External Network: | Ten2/AP/In > @
L7 Service Parameters

Remove Related Contract: [¥]
Remove Related EPG Parameters: [¥]

Remove Related Device Selection Policies: ¥

Security Policies

Troubleshoot Policies
Monitoring Policies N
L7 Services
L4-17 Senvice Graph Templates
BB~ DemoSeniceGraph
*v* Test2sG
Function Profiles
= [ DemoFPGroup

& pemoFunctionalProfile
BB ) ProfileGroup

L4-17 Devices

SUBMIT CANCEL

mported Devices
Devices Selection Policies

Delete the Service Graph

To Provider

EPG

1. To delete the Service Graph Template, navigate to Tenant > L4-L7 Services > L4-L7 Service Graph

Templates.

2. Right click on template name listed on the left hand panel and select Delete option.

SYSTEM FABRIC VM NETWORKING La-L7 SERVICES

common | Ten2 | mgmt |

L4-L7 Service Graph Template - DemoServiceGraph
M Quick Start.

B &+ Tenant Ten2

OPERATIONS

e Aopiication profiles

EH i etviorking

I 1417 Senvice Parameters
Security Policies

[ Troubleshoot Policies
= vonitoring Policies

417 Seniices

L4-L7 Service Graph Templates

To E 1

i Consumer o int
BN~ Testzsc | @ Apply L4-L7 Service Graph Template o o
BB Testis ] |z

Function Profiles| —

1447 Devices | I3 Remove Related Obiects Of Graph Template

Imported Deviced [l Save as

Devices Selectior n Post

Deployed Graph

BRI Deployed Devices

FortiGate Connector for Cisco ACI v.1
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APIC Infrastructure and FortiGate rollback

APIC Infrastructure and FortiGate rollback

Upload and unload device package

Add and Delete device, FortiGate should clean-up previous configuration.
Dynamically modify and update policies

Detach and Attach service graphs

o o0Dd =

Delete tenants while service graphs in use.

FortiGate Connector for Cisco ACI v.1
Fortinet Technologies Inc.
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Basic Troubleshooting Verify Service Graph deployed

Basic Troubleshooting

Verify Service Graph deployed

If Service Graph Deployed failed:
Navigate under Tenant > Deployed Graph Instances to check the state of the deployed graph.

If state is failed apply, then go down one level to the Deployed Graph Instances and navigate to the Fault
tab to check the error log. Any error code in 1000 range are relating to FortiGate while others belong to APIC

Currently we only have the following error code:

1010 Configuration Error in device configuration
1020 Configuration Error in function configuration
1030 Internal Error -3
1040 Internal Error -4
1050 Internal Error -5
1070 Feature not available
FortiGate Connector for Cisco ACI v.1 39
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Service deployed but parameters missing Basic Troubleshooting

SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

() EFG DESrY
@scn QO+
[ Contracts
. CONTRACT STATE SERVICE GRAPH CONTAINED BY FUNCTION NODES
M Static Bindings (Paths)
B Static Bindings (Leaves) Ucontract failed-to-apply Test2sG Tenant Ten2 Firewizll
I Static EndPaint
I Subnets

M Domains (VMs and Bare-Metals)
M VM Attributes
I Management IP Address Pools
I L4-L7 Service Parameters
® ereout
() EPG Test:
() EPG Test3
EI® erctest2
1 L+ Service Parameters
B Networking
[ 1417 Service Parameters
Security Policizs

L4-L7 Senvice Graph Templates
+* DemosenviceGraph
B Testase
B 2] Function Node - Firewall
B external
B intemal
[ I Function Profiles
DemoFPGroup
B [ profileGroup
B restz
[ L4+-L7 Devices
ERE Feviioon
Imported Devices
Devices Selection Policies
Deployed Graph Instances
J«v* 3contract-TestasG-Ten2
Deployed Devices -

il -é| e SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

on | Ten2 | memt | infr

TOPOLOGY

e
L7 Sernce Parameters SEVERITY  ACnOWLEDGED CODE CREATION TIME LAST TRANSITION AFFECTED OBJECT UFECTE DESCRIPTION
Security olicies i Terg/Gaptinet Clun Senice araph o tenant Ten2 could nct be
roubleshoot Policis o Fo7ss arphrenderingfaled  201S0S-UTIGISATSN0  ISOS-ITIses0or00 oo democontiadl Sl petsining indanste ks LDoiptos oot Tererk
Monitoring Policies Ten2]
7 Senvices uniftn-Ten2/Graphinst_C-{uniftr-
LT Tenajbrc democontadi L funtn- Faled to form relation to MO unifinfra/mDer-
[ 1417 Service Graph Templates ] F1307 resolution-failed 2015-09-17T16:15:41.568-07:00 2015-09-17T16:16: g Retaining 0jmFuncf
oSericecn Ten2]/Nodelrst FirewalFConninst- xtema of class wistConn
o DemoseniceGraph ‘ternaljrsMConnAttinst
uniftn-Ten2/Graphinst_C-{uniftn-
Tenajbrc-democontradt G {uniftn- Faled to form relation to MO unififrajmDer-
[ F1307 resolution-failed 2015-09-17T16:15:41.670-07:00 2015-09-17T16:16: 4 Retaining OfmFunc-F
Terz et FrevalConninst internal o cass wnsiComn
internarsMConnAttinst

Oetices Selecton Poicies .
[ B D=ployed Graph Instances
B+ cemocontract Test2sG-Tenz
2l Function Noce - Frewl
8 Deployed Devices.
[/ FovMi000 Netwiorkt
88567 Device Confguration
88055 Device Corfiguraton
BB~ cemocontract TestzSG-Ten

Service deployed but parameters missing

If Service deployed but certain parameters not showing up on Fortigate, please follow the below steps:

1. Navigate to Tenant> Provider EPG>L4-L7 Parameters, ensure the missing parameters are listed.If not,
double check the functional profile to confirm the configuration
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Basic Troubleshooting Service deployed but parameters missing

2. If yes, login on to Cisco APIC controller to examine the debug log. The debug log is located at
/data/devicescript/Fortinet.FGAPIC.1.0/1logs andthe logfile nameis debug.log. Examine the
log file and grab fields with“[10.160.11.103, <xxxx>] :”formats and scan through the logs associated to
the parameters in question.

3. If all failed, please forward the entire captured log to Fortinet Technical Assistance Center for further
troubleshooting.
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B & Tenant Ten2
B B Appication Profiles
e
= i pplication EPGs CONTRACT NAME SERVICE GRAPH NAME SERVICE FUNCTION NAME FOLDER/PARAM INSTANCE NAME  VALUE
EE® ersomsry democentract Firewall
E@wcn FirewallPolicyRule democentract Firevall
Firewallservice democentract Firewall AL
< (Paths) FirewallSerice democontract Test25G Firewall ALL_ICMP
< (Leaves) reviallService democontract Test25G Firewall ALL_TCP
FirewallSerice democontract Test25G Firewall ALL_UDP
B Scbrets FirewallAddress democontract Test25G Firewall Adobe_Login
8 Domains (VM and Bare-Metals) democontract Test25G Firewall DeviceRouter-Default1
VM ttributes democontract Test25G Firewall Gotomesting
B V2ragement TP Address Pools FirewallService democontract Test25G Firewall HTTP
FirewallService democontract Test25G Firewall HTTPS
E®esou Firewalladdress democontract Test2sG Firewall Nane
B s Firewalladdress democontract Test2sG Firewall SSLVPN_TUNNEL_ADDR1
B @ st vDOM democontract Test2sG Firewall VM2
@ eretes Firewalladdress democentract Test2sG Firewall Windows_update_2
L4 Service Parameters Firewalladdress democontract Test2s6 Firevall adobe
B etvorking rewallAddress democentract Test2sG Firewall all
B L7 Senvice Parameters ScheduleRecurring demosontract Test25G Firewall always
I security Policies FirewallAddress democontract Test25G Firewall android
8 B Troubleshoot Policies FirewallAddress democontract Test25G Firewall apple
8 B Mritoring Policies reviallAddress democontract Test25G Firewall appstore
I 417 Services FirewallAddress democontract Test25G Firewall auth.ghums
417 Service Graph Templates Firewalladdress democontract Test25G Firewall autoupdate opera.com
BB DemoSenviceGraph Firewalladdress democontract Test25G Firewall citrix
Bl Testzse Firewalladdress democontract Test25G Firewall dropbox.com
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